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INSTALLATION REQUIREMENTS

To install and use the Beacon Auditor, ensure that your system meets the following
minimum specifications:

¢ Any version of Windows XP or Windows Vista

o Internet Explorer 6.0 or higher or Mozilla Firefox 2.0 or higher, with
JavaScript enabled

e WinPCap 4.0.2 (packet capture software). Note - WinPCap 4.0.2 is
installed automatically by the Beacon Auditor installation program.

e At least 100 MB of free disk space. Note - as your database grows, you
may need more disk space.

e At least 1.0 Ghz Processor
e Atleast 512 MB RAM

RELATED DOCUMENTS

This document is meant as a “quick start” guide to installing and setting up the
Beacon Auditor for use. For more in-depth information on the Beacon Auditor’s
functionality, review the following resources, available at http://beacon.intepro.us:

Beacon Auditor User Guide
Beacon Auditor Reports Guide

Beacon Auditor Support Forums

STEP 1: OBTAIN AND INSTALL BEACON AUDITOR

First, obtain the Beacon Auditor installation program (typically via an Internet
download). Run the installer program. The installer will allow you to choose the
installation directory and TCP port that the Apache web server will listen on (default:
8181).

If you already have WinPCap 4.0.2 installed, you will see the following warning
message during the install:

WinPcap 4.0.2 Setup x|

' WinPcap 4.0.2 is already installed on this machine.
[ Press Ok if you want to force the installation, or Cancel if you want to abort the installation.

Cancel |

Click Cancel - this message is normal if WinPCap 4.0.2 is installed and may safely be
ignored.

Beacon Auditor Installation Guide 1
Copyright © 2008 Intepro, LLC. All Rights Reserved.



STEP 2: LOG IN TO THE AUDITOR AND SET UP CUSTOMER SITE

Once the Beacon Auditor is installed, start it one of the following ways:
e Double-click the desktop icon
e Start 2> All Programs - Beacon Auditor - Beacon Auditor

Log in to the Beacon Auditor using:

Username: admin
Password: admin

Note: It is recommended that after you first log in using the “admin” username and
password you change the admin password and/or disable this user and create a
unique username and password. This can be done by selecting Users from the
menu. For more information on how to set up users, see Beacon Auditor User Guide
- Users.

When you log in for the first time, the Customer Setup page appears:

¥ Beacon Auditor - Mozilla Firefox =181

File Edit Wew History Bookmarks Tools Help

@ - @ X | ntwsihecahostaisindex.php
Beacon Auditor

SrEh 2os Sk | Select a Customer Site — - |

i |\Vv| wikipedia (Eng)

Version: 1.5 | REGISTER | Log Out | Home

Setup

My Auditor 1
s ! | Wielcome to the Beacon Auditor. There are currentiy no customers or customer sites in the system. At least one customer and customer site is reclited to perform network
! | scans and gather inventory.
Customer Sites ]
Software Blacklst ! | Please take a moment to create a customer and a customer site. Once the customer and customer site have been added, you may select them frdll the drop-down list in the

| upper right corner to start scanning and inventorying devices.

| costomermame: [ ]
| stename: R
! | Addresstine 1: [ ]
| Address Line 2: I |

] o Customer Site Drop-Down
| stote: [

A E—

{ | Phone Number: |

Users

Devices Remaining: 5 You are logged in as: Default Administrator
Copyright © 2006 - 2008 Intepro, LLC

Done

Enter a customer name, a site name and site address information, then click Save.
The customer site should now appear in the Customer Site Drop Down list and you
should see a success message.
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STEP 3: PURCHASE AND APPLY LICENSE KEY (OPTIONAL)

The initial installation of the Beacon Auditor contains the basic version, which limits
the amount of data you can store in the Beacon Auditor (customer sites, scanned
devices, etc.). To remove these restrictions, purchase a license for the full version at
http://beacon.intepro.us. Choose the version that is appropriate for you (you may
upgrade this license at any time). Once you receive your license key, click on the

My Auditor link in the menu:

) Beacon Auditor - Mozilla Firefox _i=l x|
Fle Edit View Hitory Bookmarks Tools Help
i; + C X w0 ]hepecanestsisymysuator.php Ve | [[wir] wiipeaia (En) P

Beacon Auditor

Version: 1.5 | REGISTER | Log Out | Home

i S—————————————————————————
My Auditor
Customers [ License i
Customer Sites License Key: [ABCDEFGH
Software Blackist
License Type: Trial
Users
Device Limit: 5
r&my
Default Paging Rows:
B —
e ——

(00 D - Select a Customer Site - -
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You are logged in as: Default Administrator

Enter your license key and click Save. The confirmation page should now appear:

) Beacon Auditor - Mozilla Firefox =18] %]

Fle Edit View History Bookmarks Tools Help

r C X @ [ [rtweirecahosts181myaudtor prp

Beacon Auditor

v7 - | [ W] wikpedia Eng) 2

Version: 1.5 | Log Out | Home

July 8th, 2008 LS00 ] — Select a Customer Site - -
= e
My Auditor
e Reg: n successful. You may now use the Beacon Auditor per the terms of your license. Please visit http:/ /beacon.intepro.us for impertant
documentation and support information.
Customer Sites. — z
) [ License
Software Blacklist
Users License Key: ABCDEFGH
License Type: Subscription
Expiration Date: 2008-09-30
& my
Default Paging Rows:
Seaurity Question: What city were you born in? 2
- N —
i
Devices Remaining: 5 You are logged in as: Default Administrator
Copyright © 2006 - 2008 Intepro, LLC
[ pene
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STEP 4: SCAN DEVICES

Once the Beacon Auditor is installed and a customer site has been created, you may
now begin scanning devices. First, select a customer site from the Customer Site
Drop Down list in the upper right. This will update the menu with new menu items,
including Scan. Click the Scan menu item. The scan setup page now appears:

¥ Beacon Auditor - Morzilla Firefox =& x|
Fle Edit View History Bookmarks Tools Help
@7' C X [ [reippocahossassyiscan.chp vr - | W[ wikpedia Eng) P

Version: 15 | Log Out | Home [

Beacon Auditor

July 8th, 2008 (150 = Acme Tools - Headquarters
= -

My Auditor '
Customers ! | Parallel Threads:[10 -]

Buos T ¢ |[ subnets | [ Windows Login | [ Mactogin | [ tmux/uniXiogm | [ sumeLogn |

Software Blacklist '

= B = s — = |
et

Devices

Software Licenses.
Active Directory
Reports
Scorecard
Devices Overview
Device Detail
Device Software
Device Hotfixes
Devices To Upgrade
Low Disk Space
Blacklisted Software
Software Comparison
Software Licenses.
Software Overview

Hotfixes Overview

Printers Overview —
Printer Page Counts

AD User Account Contral
AD User Passiord Contral |
AD User Overview : =

Done

You must create at least one subnet to scan. The various Login tabs allow you to
enter multiple usernames and passwords for connecting to and inventorying various
devices. For more information on these tabs, see the chapter Scanning in the
Beacon Auditor User Guide.

Click Add Subnet to create a new subnet. The Subnet setup page will appear:

) Mozilla Firefox =10l x|

Ele Edit View History Bookmarks Tools Help

| [ Thttp: ocainest:8181frames/subre tEdit.pp 7y
Basic | | Advanced

—Subnet Setup

Subnet: 10.0.0.1/24
Subnet Desaiption:

Indude in scan: 2

Only scan new devices: [~
Scan This PC: r

Use Existing Display Mame: [

Scan Speed:
Max Retries:
Host Timeout:

—Port Scanning
Probe Ports: ~

Probe Intensity:
Port Range: I:H:'

| cone
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The setup page will auto-detect your subnet and display it in CIDR format. You can
enter a more user-friendly description for the subnet. In order for this subnet to be
included in the scan, the “Include in scan” checkbox must be checked. If you want
your PC to be included in the scan, check the “"Scan This PC” checkbox. For more
detailed information on the setup options on this page, see Beacon Auditor User
Guide - Scanning. Once you have created your subnet and entered your username
and password information on the Login tabs, navigate back to the Subnets tab and
click Start Scan to begin the scan. You can select the level of parallel scans to run
using the “Parallel Threads” drop-down in the upper left of the scan setup page;
however, the default value is optimized for your version.

Note: If you set up one or more IP ranges that are (in total) larger than a class C
subnet, you will get a warning message informing you that the scan will take several
minutes to detect devices:

The page at http:/ flocalhost:8181 says: x|

WARMING - You have elected to scan 65536 IP addresses on your subnet(s). This will take several
minutes to detect devices during which the scan will only display a timer.

If devices do not exist on the entire IP address range in these subnets, it is recommended to set up
only the subnets that do have devices.

If the Detect Devices phase takes longer than 60 minutes, please restart the Beacon Auditor and
try again.

Would you like to proceed?

Cancel

Click OK to proceed with the scan.

IMPORTANT: while the scan is running, do not navigate away from the scan page.
Use a different browser window or tab to navigate to other web pages.

¥ Beacon Auditor - Mezilla Firefox =18 x|

File Edit View History Bockmarks Tools Help

- 0 X ay ||_"]‘hnpJﬂuca\hast@ﬁlﬂs@n.php i - |\\'/"| g 5

Versi | Log Out | Home [N
Beacon Auditor
July 8th, 2008 (S5 Acme Tools - Headquarters -
= -
My Auditor :
e S o
Customer Sites o - —
Software Backist [t pevice Inventorying 10.0.056 [N |s0%
Users H Duration: 00:01:41 Windows: 17 Inventorying 10.0.0.43 -:| 50%
Hetwork ] Current Subnet: 10.0.0.1/24 Networking: 1 Scanning 100081 [ Jow
e Devices Found: 47 Printers: 2 Scanning 100075 | Jo%
Devices Dewcessdcanned: 18 Ma&-.’ 0 T
i Devices Identified: 16 Linux/UNIK: 1
Sefbare s . ; scaming 100044 [ o
ActveDvachey Devices Inventoried: 2 Others: 2
TS : Scanning 10.0.080 [ |o%
Repaate : Identification Success:  85% i
R ' Inventory Success: 13% Inventorying 10.0.072 [ ]50%
s Scanning 100078 [ Jow
e —— Inventorying 100073 [N |50%
Log
Device Software i
Initializing scan with 10 parallel threads...
Device Hotfixes
! 47 devices found
Tl s | 10.0.0. 1 - S5H - Access Deried
Low Disk Space H 10.0.0.8 - Community string failed to get SNMP information
Blacdisted Software 10.0.0.41 - Could not connect to device. Ensure that the device has msrpc service running
s il and is enabled for Remote Administration.
: 10.0.0.9 - Could not connect to device. Ensure that the device has msrpe service running
Software Licenses and is ensbled for Remote Administraton.
SR 10.0.0.29 - Invalid Administrator usermame and/or password, Use the Devices page to enter
Hotfixes Overview :  damain (aptional), usemame and password with local Administratar rights to this device.
R T O vervicn: ] 10.0.0.30 - Invalid Administrator username andor password. Use the Devices page to enter L
: @ domain (optional), username and password with local Administrator rights to this device.
Printer Page Counts
10.0.0.40 - Invalid Administrator username andor password. Use the Devices page to enter
AD User Aczount Contral  domain (optional), usemame and password with local Administrator rights to this device.
AD User Password Control 10.0.0.24 - Invalid Administrator username andfor password, Use the Devices page to enter
e e 2 domain (optional), usemame and password with local Administrator rights to this device. |
10.0.0.39 - Tnvalid username andlor nassword. |ise the Devices nane to enter =l

Done

For more detailed information on the scanning process, see Beacon Auditor User
Guide - Scanning.
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